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Forward 
The escalating complexities of data security fueled by new 
AI services, sprawling cloud workflows and the continual 
threat of data breaches demand a new, forward-thinking, 
approach.  

"Intrinsic Security: Data Integrity and Control in 2025" 
addresses this need head on by advocating for security 
measures that are fundamentally integrated into data 
systems. Putting the responsibility onto developers, not 
users.  

The author, Simon Bain, argues for "Intrinsic Security"—a 
paradigm where data protection is an inherent 
characteristic of the infrastructure, not an applied layer. The 
work explores several key pillars supporting and facilitating 
this idea. Including: Blockchain, Zero-Trust, Native Private 
AI, and Fully Homomorphic Encryption.  

Simon Bain is the CEO of OmniIndex, a company focused 
on confidential data platforms and data protection. His 
career has involved developing secure data solutions since 
the 1990s, including work on e-voting systems and 
patented technologies for encrypted data analysis. This 
collection draws upon his experience in architecting and 
implementing such systems and aims to be an accessible 
introduction into his approach to data security and control.  
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Chapter 1  
The Unbreakable Chain 
Blockchain Architecture for True Data 
Immutability and Trust 

In the pursuit of comprehensive data security, one of the 
most fundamental challenges we face is ensuring the 
absolute integrity of information. Namely: how can we be 
certain that data, once recorded, remains unaltered, free 
from malicious tampering or accidental corruption?  

For years, we've relied on access controls, audit logs, and 
backups, but each of these has its limitations, especially 
against sophisticated threats or even accidental ‘human 
errorʼ from employees within the system. And the current 
threat landscape backs this up with data breaches across 
all sectors and the average cost of a data breach increasing 
10% from the previous year.   

My conviction is that blockchain technology offers a 
paradigm shift in establishing true data immutability and, 
consequently, a new foundation for digital trust. 

This is not something that I have always believed, however. 
Indeed, I was once vocal in my views against a shift 
towards decentralized networks due to their high 
environmental cost, the complexity of their data processing 
needs, and the problematic ways that they were/are being 
used for cryptocurrencies.  
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However, since experimenting more with different 
approaches and architectures at OmniIndex, and having 
developed my own postgres fork based on blockchain 
principles, I have become a convert! 

This is because its core architectural principles 
(decentralization, cryptographic linking, immutability and 
transparency) can be reworked and reused to provide a 
powerful solution for data storage that is, for all practical 
purposes, tamperproof and inoculated from attack. And 
critically, this can be done through a hybrid system which 
ensures a corporate, private, blockchain as opposed to 
requiring public protocols or access.   

The cornerstone of this is blockchainʼs immutability. This is 
because once a block of data is added to a chain, it cannot 
be removed or changed as it is cryptographically sealed. 
Whatʼs more, the blockchain databaseʼs own automatic 
audit trail of all access attempts and changes can identify 
who attempted to do this and when; helping aid detection 
and system security.  

Furthermore, this technology directly addresses one of the 
more insidious breaches faced: the insider threat.  

Malicious or compromised insiders with privileged access 
can wreak havoc on traditional data systems. Quite simply, 
an immutable data store fundamentally changes this 
dynamic as someone within the system cannot maliciously 
edit the stored content.  
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Critically though, blockchainʼs immutability is not merely a 
technical feature or even a security model; it's a business 
enabler. This is crucial today, as businesses cannot afford 
new systems that are simply focussed on security; 
requiring proof to take to their investors and boards that it 
will also bring in money!  

Consider the implications for regulatory compliance, for 
example, where demonstrating an unbroken chain of data 
custody and integrity is often a stringent requirement. Or 
think of legal contexts, where the provenance and unaltered 
state of evidence is critical. The ability to prove, 
unequivocally, that data has remained unchanged from its 
point of origin is incredibly powerful. Blockchain provides 
that evidentiary quality and moves us from a model of 
'trust, but verify' to one where the verification is intrinsic to 
the data's existence. And critically, this comes built in. It is 
not something that has to be added to your data store 
through an additional subscription or bolted-on service. 

It's important, though, to clarify how this secure 
immutability coexists with the practical, everyday necessity 
of updating information; particularly when it comes to 
corporate file storage with its constant updates/edits of 
files and need for easy collaboration. This is significant, 
because with blockchain data storage once a document or 
data record is committed to the blockchain as a block, that 
specific version is sealed and cannot be edited and 
overwritten. Instead, any modification requires the creation 
of an entirely new version. This new version is then 
recorded as a distinct, subsequent block, cryptographically 
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linked to its predecessor but secure as its own distinct and 
unique record. 

While this approach inherently means that multiple versions 
of a dataset will be stored over time (a clear departure from 
conventional editable file systems) this is in fact not a 
weakness, but a strength. This is because blockchain 
storage like this naturally generates a clear, automated, and 
cryptographically secured version history for each file and 
piece of data. Such a transparent and reliable lineage is 
invaluable, not only for straightforward data recovery and 
the ability to roll back to specific previous states if required, 
but also for rigorous auditing processes as this explicit and 
unalterable versioning provides an unambiguous, 
demonstrable history that ensures every iteration is 
accounted for and its integrity preserved. 

A final practical point to consider here is around content 
deletion and ‘the right to be forgotten .̓  

It is a much-remarked complaint and criticism of blockchain 
storage that because it is immutable, content cannot be 
deleted. However, this perception often overlooks the 
practical realities and architectural nuances of how 
enterprise blockchain solutions can be, and indeed are, 
implemented.  

From a 'big picture' perspective, if an entire private 
blockchain instance within a corporate environment needs 
to be decommissioned, access to that entire chain and all 
the information cryptographically secured within it can 
simply be revoked or the underlying infrastructure 
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removed. In such a scenario, the data, while its historical 
record was immutable, becomes entirely inaccessible and 
effectively 'lost' to the organization. 

More granularly, and often more relevant to specific 'right 
to be forgotten' requests, it's crucial to remember the layers 
of security involved. While the block itself, once added to 
the chain, cannot be altered, the data within that block is 
typically encrypted. Each piece of information, or the block 
as a whole, is protected by encryption keys. As will be later 
discussed in the context of data sovereignty and key 
management, control over these keys is paramount and if 
the encryption keys associated with a specific piece of data 
or a particular block are deliberately and irretrievably 
destroyed or made inaccessible, the underlying encrypted 
data, though technically still part of the immutable chain, 
becomes practically unrecoverable and permanently 
unintelligible. For all intents and purposes, it is 
cryptographically shredded, rendering the information 
effectively deleted and beyond use, thus satisfying the 
spirit and often the letter of data removal requirements 
without compromising the integrity of the chain's overall 
historical record. 

Ultimately, by re-architecting how data is recorded, 
versioned, and even functionally deleted, this approach 
ceases to treat security as a feature to be added on. 
Instead, it creates a system where unchangeable proof and 
integrity are not just promised but are an intrinsic, 
inseparable property of the data's very existence. 
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Chapter 2  
Zero-Trust Access & System 
Responsibility   
Crafting Inherently Secure Systems with 
Zero-Trust and Least Privileged Access 

For decades, the prevailing narrative in cybersecurity 
incidents has often pointed a finger at "user error" with 
phishing scams clicked, weak passwords chosen and 
sensitive data mishandled or exposed. While it's undeniable 
that user actions can precipitate security breaches, I have 
long contended that placing the primary burden of security 
solely on the end-user is a flawed, and ultimately 
ineffective, strategy. The true responsibility, I believe, lies 
significantly with us: the developers, the architects, the 
creators of the digital systems and tools people use every 
day. 

After all, you can have all of the back-end systems in place 
you want, but if just 1 of the 17,000,000 phishing emails hits 
a target then bang! This is a stark reality we cannot ignore 
and not something we can simply and lazily pin on the 
end-users. Instead, we must critically examine the systems 
themselves to see how we can enhance them for greater 
security from within.   

This philosophy calls for a fundamental shift towards 
"security by design." One where security considerations 
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cannot be an afterthought, bolted on at the end of a 
development cycle. Instead, they must be woven into the 
very DNA of our applications and platforms.  

This is something I have argued for throughout my career, 
even back in my XML days when I was working with the UK 
Government on a local election e-voting pilot. Writing about 
this back in 2008 for the ICFAI Research Centre, I stated:  

“It is said that if you invest in real estate, your top 
three priorities are ‘location, location and location .̓ 
Equally, it may be said of software and databases 
the first three priorities are ‘security, security and 
security.̓ ˮ1  

Almost twenty years later, nothing has changed with our 
private and corporate data remaining under attack and 
legacy systems consistently proving to be inadequate to 
keep it safe. 

Worse, these security systems often become a hindrance 
and problem in their own right.  

Letʼs for a moment consider the complexity we often 
introduce for users when it comes to data security: Multiple 
passwords with varying arbitrary rules, convoluted 
multi-factor authentication steps that interrupt crucial tasks, 
and opaque security warnings filled with jargon. Do these 
actually empower the user, or do they in fact lead to 
security fatigue and the adoption of risky workarounds? It is 

1 EVoting: Perspectives and Experiences. Edited by S Jaya Krishna 
& Naveen Kumar. Published by the Icfai University Press, 2008.  
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my belief that when security becomes a significant barrier 
to productivity, we are in fact making the system less 
secure as users are motivated and almost forced to find 
less secure shortcuts. As such, the onus is on us to design 
security that is as robust and as frictionless as possible. 

This means implementing stronger default settings, 
automating security processes where possible and running 
them in real-time, providing clear and actionable guidance 
in simple terms, and architecting systems that limit the 
potential blast radius of any single compromised account or 
accidental misstep. 

Blockchain provides one way of implementing this 
approach. As seen already, the immutable properties of 
blockchain make it impossible for a user to either 
accidentally or maliciously tamper with stored files and 
data, meaning they cannot make a mistake that can 
damage the integrity of a system or its stored data.  

However, for me it is perhaps the principles of ‘zero-trustʼ 
that offers the biggest cultural transformation when it 
comes to security design.  

This is because zero-trust represents a profound departure 
from the traditional, somewhat porous, 'castle-and-moat' 
security model, where anything inside the network 
perimeter was often granted a dangerous level of implicit 
trust. Instead, zero-trust operates on the fundamental rule 
of 'never trust, always verify.' It rigorously, arguably 
cynically, presupposes that threats can, and do, originate 
from anywhere. Not just from external attackers, but from 
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within our own networks. Consequently, no user, device, or 
application is automatically granted access to resources 
based merely on its network location or perceived 
ownership with every single access request treated as 
potentially hostile until its legitimacy is explicitly proven. Not 
just once, but over and over again.  

This principle directly tackles the issues I've outlined by 
shifting the security onus squarely onto the system's 
architecture. Instead of broad, permissive access once a 
user is 'in,' zero-trust demands granular, context-aware 
authentication and authorization for each specific resource. 
This involves verifying not just the user's identity through 
robust multi-factor authentication, but also the security 
posture of their device, the sensitivity of the data being 
requested, and the typicality of the request itself. Through 
techniques like micro-segmentation, which divides the 
network into small, isolated zones, and by enforcing the 
principle of least privilege (granting only the minimum 
necessary access for a task), the potential 'blast radius' of 
any compromised account or accidental misstep is 
drastically reduced.  

Crucially, if one part of the system is breached or a user 
makes an error, the inherent design prevents that incident 
from cascading into a catastrophic system-wide failure, 
thereby creating a more resilient and forgiving digital 
environment. 

Ultimately, while user education and awareness remain 
important components of a holistic security strategy, we 
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will only achieve truly resilient data protection when we, the 
builders of technology, accept our profound responsibility.  

It is our ingenuity, our foresight, and our commitment to 
embedding security deeply and thoughtfully into our 
creations that will make the digital world safer for everyone 
– not by demanding perfection from users, but by delivering 
inherently secure systems. And this means not just 
protecting at the border of our data, but throughout the 
whole system.  
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Chapter 3  
"Not Your Keys, Not Your Dataˮ  
The Fight for True Data Sovereignty & 
Giving Users Back Control 

In an era where vast pools of our personal and corporate 
data reside in cloud infrastructures and are processed by a 
multitude of third-party applications and AI tools, the 
question of true ownership and control has never been 
more critical.  

The challenge is clear, and for me, the solution crystallizes 
into a simple yet profound warning: "Not Your Keys, Not 
Your Data."  

This isn't just a catchy phrase, it's the founding principle 
that leads us to the imperative of genuine data sovereignty: 
the inherent right of individuals and organizations to control 
their own digital content, regardless of where it is stored or 
processed. 

The benefit of cloud computing, AI and sophisticated 
Software-as-a-Service SaaS platforms is undeniable, 
offering scalability, efficiency, and innovation. However, this 
convenience often comes with a hidden, and critical, 
trade-off: conceding ultimate control over our data.  

This is because many services, while offering encryption, 
manage the encryption keys themselves and therefore 
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retain not just the technical ability, but also the contractual 
right, to decrypt our data. The justifications can range from 
platform security and law enforcement cooperation, 
through to AI training datasets and even 
marketing/advertising. Further, traditional systems often 
rely on key stores or "wallets" to hold these crucial 
encryption keys. The stark reality is that if the single key to 
access such a store is lost or compromised, then all the 
keys within, and thus all the data they protect, are either 
lost or stolen. 

How can data be truly ours if another entity can access its 
content at will, or if its security hinges on a single, 
vulnerable access point? 

My core philosophy here is 'Your Keys, Your Data.' This 
means the data owner and only the data owner (or those 
they explicitly and verifiably grant permission to) effectively 
controls the encryption keys.  

To achieve this at OmniIndex, we eschew traditional, 
vulnerable key stores altogether. Instead, the emphasis is 
on an automated, dynamic key derivation process 
automatically managed by our own dedicated SLM AI 
engine, Boudica.  

How this works is that for every piece of data that requires 
encryption, a unique key is derived on demand. This 
process involves creating an initial unique salt based on the 
system's own hardware components, which is then 
combined with a password generated from the data's 
specific metadata and sources. Both this salt and the 
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data-specific password undergo thousands of manipulative 
passes to ensure their resilience before being used in a 
final derivation function to create a unique AES 256 key for 
that specific data element. And critically, this is all done 
within the userʼs system automatically by the AI with none 
of the keys passed outside of that system and over to us.  

This meticulous, automated derivation for each piece or 
subset of data ensures that the platform and data storage 
provider is architecturally prevented from accessing their 
clients' content; this is not merely a policy statement but a 
cryptographic and systemic certainty. And critically, the 
system is designed so that no single pre-existing key can 
unlock all the data. 

Achieving this level of data sovereignty requires a 
conscious architectural choice, echoing the principles of 
'security by design' discussed in Chapter Two. It is not 
about superficially layering encryption onto existing 
centralized models. Instead, it demands solutions where 
client-side encryption is a non-negotiable baseline, and the 
keys themselves are ephemeral in storage, derived only 
when needed by an authorized process under the data 
owner's ultimate authority.  

Furthermore, blockchain technology can be leveraged not 
merely for an immutable record of data as already outlined, 
but to transparently and unalterably manage and enforce 
the data ownerʼs defined access permissions. Any attempt 
to access data (which would then trigger the key derivation 
process for authorized requests) is validated against these 
owner-defined, blockchain-anchored rules. This 
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combination of data owner control over the principles of 
key generation, dynamically derived unique keys per data 
item, and blockchain-enforced policies is what creates that 
verifiable certainty and makes it possible to give users back 
control of their own data once more.  

This Web3-aligned approach fundamentally shifts the 
dynamic from relying on a provider's promises, to 
cryptographic verification and systemic safeguards 
ensuring the user knows beyond doubt that they are in 
command. In effect, the provider becomes a facilitator of 
secure storage for encrypted data and an executor of 
owner-defined rules, rather than a gatekeeper with 
privileged access.  

For me, this granular control over data sovereignty moves 
us beyond rented data spaces towards genuine digital 
ownership, and how keys are generated, managed, and 
stored is, quite literally, the key to achieving it. 
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Chapter 4  
True Privacy Through Never 
Decrypt  
Analyzing Data Without Exposure Through 
Fully Homomorphic Encryption 

One of the most persistent and profound dilemmas today is 
the inherent tension between our urgent need to extract 
valuable insights from information, and the absolute 
necessity of protecting its privacy and security.  

After all, how can we possibly unlock the immense potential 
held within vast datasets if the very act of analysis 
traditionally requires laying bare the sensitive, raw 
information itself?  

This is the central challenge that demands innovative 
solutions if we are to responsibly harness the power of data 
and build that trustworthy digital future I envision. As if we 
cannot fix this, then the solutions discussed so far of 
zero-trust access, immutable blockchain storage and 
user-control over keys are all effectively made redundant.  

For many years, the stop-gap ‘solutionsʼ have involved a 
series of frustrating, and often dangerously inadequate, 
compromises. And if you do not believe me, then simply 
research the number of data breaches that have happened 
over the last few years – not just those from attacks and 
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criminal activity, but also those from good old-fashioned 
accidents and incompetence.  

Indeed, techniques such as anonymization and 
pseudonymization, while well-intentioned, have repeatedly 
been shown to be fallible, with determined adversaries 
often capable of re-identifying individuals. And while not a 
topic that has been fully put in the spotlight yet, there is 
evidence that AI will make this easier than ever with near 
real-time capabilities. To add further to the danger, these 
methods can in fact degrade the value and utility of the 
data, sometimes stripping away the very nuances needed 
for precise analysis.  

The alternative, meanwhile, has often been the forced 
siloing of regulated and sensitive content, locking it away 
from workflows where it could provide critical insights or 
value. This sacrifice of potential insights, intelligence and 
money is a significant impediment to progress.  

My belief is that a new class of cryptographic techniques 
offers a path to fundamentally resolve this tension: Fully 
Homomorphic Encryption FHE.  

Often described as a "holy grail" of cryptography, FHE is a 
technology that allows for computations like searches and 
analytical functions to be performed directly on encrypted 
data. The process yields an encrypted result which, when 
decrypted, matches the result of the same operations 
performed on the original unencrypted data.  
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My work in this field, culminating in the patented real-time 
homomorphic encryption system we use at OmniIndex 
today for structured and unstructured data, has focused on 
making such advanced cryptographic theories practical 
and performant for real-world applications.  

The specific implementation of homomorphic encryption I 
developed for OmniIndex is tailored for high-speed secure 
search and analysis. Our method involves a manipulation of 
the data prior to its primary encryption stage wherein we 
transform the data and then render it into a binary 
representation of itself. Following this, we apply robust AES 
256 encryption, after which the data is again split and 
converted into a binary representation. The significant 
outcome, as we've found, is that when searches or 
analyses are performed, these operations become highly 
efficient with native machine-language searches executed 
directly on these encrypted binary patterns. This design 
ensures both rapid results and exceptional security as the 
version of data being analyzed is structurally resistant to 
decryption by the analytical system itself, truly embedding 
security into the fabric of data processing. 

Critically, even when data is homomorphically processed 
using this technique in the OmniIndx platform, access to 
perform these searches and analyses is gated by "the 
correct key".  

The system architecture ensures that the authorization for 
such analytical operations is linked to key derivation 
processes effectively controlled by the data owner, whose 
unique keys are derived dynamically and not stored 
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centrally, as detailed previously. Thus, the data owner 
retains ultimate authority over how and if their encrypted 
data is utilized, even when processed by a third-party 
platform.  

Crucially, because the data being analyzed is in a 
non-decryptable (by that platform) homomorphic state, its 
exposure risk is drastically minimized. Even if an analytics 
server were to be compromised (a scenario Zero Trust 
principles from Chapter 2 urge us to anticipate), the 
sensitive source data remains unintelligible and secure.  

This is a prime example of architecting systems to limit the 
"blast radius" of any potential breach. 

With advanced cryptographic techniques like Homomorphic 
Encryption, and through tangible implementations such as 
the one I've described, we can now confidently embrace a 
reality where data's full potential is unlocked and where we 
are no longer forced to choose between insight and 
exposure.  

To illustrate how homomorphic encryption might be applied 
in a common database scenario, let's consider a simple HR 
employee details database. This database would likely 
contain a variety of fields, some highly sensitive and others 
less so. For instance, fields such as Employee ID and 
Department Name might be left in plaintext or protected 
with standard encryption if they are frequently used for 
non-sensitive direct lookups or broad operational reporting 
by authorized HR personnel. These fields often serve as 
primary keys or general categorisation and may not require 
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FHE for every interaction, especially if the queries 
themselves don't involve sensitive computations on these 
specific fields. 

However, when we consider fields containing salary 
information, performance review scores, personal contact 
details (like home address or personal phone number), or 
sensitive health-related information, these would be prime 
candidates for homomorphic encryption.  

Imagine the HR department wanting to perform aggregate 
analytical functions, such as calculating average salary by 
department or identifying salary trends over time without 
revealing individual salaries. With these sensitive fields 
homomorphically encrypted, the database could execute 
these calculations directly on the encrypted salary data. 
The resulting sum or average would also be encrypted, and 
only an authorized individual with the correct decryption 
key (perhaps a senior HR manager or a specific financial 
controller) could decrypt this final aggregate result. 
Individual salary records would remain encrypted and 
unexposed to the system performing the calculation or to 
any analyst who doesn't possess the specific decryption 
rights for those individual records, even during the 
analytical process.  

This approach allows for vital statistical analysis necessary 
for workforce planning and budgeting, while rigorously 
protecting the privacy of each employee's personal 
financial details. 
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Chapter 5  
But What About Files?  
Securing Cloud Workflows & Unstructured 
Data Without Limiting AI Productivity 

While I have so far predominantly focussed on structured 
data, the operational reality for modern enterprises is that 
the vast majority of information now created, shared, and 
relied upon is unstructured. This data is the sprawling 
universe of documents, presentations, spreadsheets, 
emails, images, audio, and video files that form the very 
fabric of daily business.  

This content, estimated to be upwards of 80% of all 
enterprise data and rapidly expanding, presents a profound 
challenge. This is because unlike structured data which 
resides neatly in databases with predefined schemas 
amenable to conventional security governance, 
unstructured data lacks inherent organization and so 
security policies and automated architecture can struggle 
to locate, manage and protect the sensitive information 
buried within. 

This challenge has been significantly amplified over the last 
few years by the pervasive adoption of cloud platforms, 
accelerated by the shift to remote and hybrid work. 
Seamless file sharing and constant accessibility has 
become operational imperatives, often managed through 
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third-party services where the drive for fluid collaboration 
frequently overshadows robust security considerations.  

The unfortunate, yet predictable, outcome has been an 
escalation in data breaches stemming from misconfigured 
cloud storage and compromised tools. And while talk of 
cloud repatriation continually flickers into the headlines, the 
deep integration of these platforms into our workflows and 
their undeniable enterprise value make wholesale 
abandonment an unlikely prospect for most. 

To add yet more complexity, the explosion of readily 
accessible third-party AI tools has introduced yet another 
potent dynamic. While offering transformative potential, 
these external AI services often require unstructured data 
to be fed into their models, potentially moving sensitive 
corporate documents, confidential communications, and 
proprietary information outside of an organization's direct 
control and into environments governed by the AI provider's 
own security practices and data usage policies. This raises 
profound questions about data privacy, the use of 
corporate data for training external AI models, and the 
creation of new ‘shadow ITʼ vulnerabilities as employees 
independently leverage these powerful tools with company 
assets, often without permission. 

And yet, even when productivity has been prioritised over 
security, simple search and intelligence solutions are failing 
to handle the vast, sprawling unstructured data in our file 
stores and cloud workflows. Donʼt believe me? Just try and 
use the search in one of your cloud tools or your emails. I 
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guarantee you will be returned a whole bunch of irrelevant 
content.  

This is now in itself causing its own security problems, with 
users installing additional third-party tools simply to help 
locate files in their stores; often circumnavigating native 
security and corporate structures to do so and adding an 
additional layer of shadow IT into the mix. Or, indeed, using 
third-party AI to do these tasks; thus exposing yet more 
company information to a third-party. 

My belief is that security and productivity need to both be 
native to the file store, so that files are safe and users are 
able to do what they need to do without having to resort to 
additional risky third-party tools.  

Regarding secure storage, I do not believe this needs to be 
fundamentally different to how I outlined structured data 
storage in earlier chapters. Indeed, leveraging blockchain 
principles can provide an immutable, auditable foundation 
to ensure file integrity and version history. Meanwhile 
adherence to Zero Trust principles Chapter 2 and the 
application of advanced encryption techniques, including 
those derived from homomorphic encryption Chapter 4, 
can be used to prevent unauthorized file exposure. This is 
something I have worked on at OmniIndex successfully, 
with our Web3 File Store Dropblock live and working. 

So, instead of going back over those storage security 
elements, I want to specifically explore the secure use of 
native AI directly within these file stores and workflows. 
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After all, AI is now not just expected from users, but 
demanded. 

A key application of native AI within secure file 
management I want to talk about is semantic search and 
how it can offer a significant upgrade on the current search 
types being used in storage systems. This is because 
semantic search moves beyond rudimentary keyword 
matching to comprehend user intent and the contextual 
meaning within all file types.  

AI engines can be developed, such as my own OmniIndex's 
Boudica AI, to deliver this capability. When such AI is 
combined with homomorphic encryption and principles of 
Zero Trust access, users can find precisely what they need 
across vast document repositories without compromising 
the underlying security or accessing files beyond their 
authorization. 

Beyond discovery, AI can also serve as an active 
component of the proactive security posture for 
unstructured data.  

Consider, for example, AI systems configured for 
automated PII Personally Identifiable Information) redaction 
directly upon file save or during data ingestion. As new files 
are created or existing ones modified within the secure 
workflow, such an AI can intelligently identify a wide array 
of predefined sensitive data points (for example social 
security numbers, credit card details, personal addresses) 
within diverse file types. This identified PII can then be 
automatically redacted according to organizational policies; 
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including with homomorphic encryption. This approach 
ensures that even if a file is later shared, the most sensitive 
information within it has already been neutralized by 
default. This is a practical application of "security by 
design" Chapter 2 at the content level, and a measure 
which is done by the applications and not the users. 

The imperative for these AI capabilities to be native to the 
secure file store itself, operating as a dedicated private 
instance for the organization, cannot be overstated if we 
are to truly maintain security and control. This is because 
when the AI engine operates directly where the data 
resides, we instantly eliminate the vast majority of risks 
associated with data movement to external, third-party AI 
services. Whatʼs more, by ensuring the AI is a private 
instance, it guarantees that an organization's proprietary 
information is not absorbed into external AI models for their 
general training, safeguarding intellectual property and 
maintaining crucial informational control. 

Moreover, by designing this native AI to work in concert 
with the robust encryption methodologies protecting the 
files, such as leveraging techniques like Homomorphic 
Indexing & Hashing HIH, the data can remain encrypted 
even while the AI is performing its analytical or redaction 
tasks. This means that the AI processes secure indexes or 
encrypted representations of the content, rather than 
requiring wholesale decryption of files for many of its core 
functions. This dramatically reduces the attack surface, 
ensuring that the original sensitive information within the 
files remains shielded from exposure, not only from 
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external threats but also during the internal AI processing 
itself, truly keeping it safe and secure within the defined 
trust boundaries of the organization's own environment. 

As we continue to move more and more into the AI data 
age, we need to make sure that we as data owners and file 
users remain in control of the AI and the information shared 
with it. And for me, that means embedding native AI into the 
file store and data store so that sharing content externally 
with third-party tools is no longer necessary.  
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Chapter 6  
Hidden Threat Intelligence, 
Securely Revealed & Used 
Zero Trust and AI for Proactive Log File 
Defence 

In the intricate, interconnected tapestry of any modern 
organization's IT environment, log files serve as the unsung 
yet ubiquitous chroniclers of virtually every digital event.  

From the minutiae of network traffic patterns and 
application access requests to critical system errors and 
granular user activities, these digital footprints constitute a 
colossal, ever-expanding repository of operational 
information. For cybersecurity professionals, they represent 
an invaluable, indispensable resource: the raw material for 
proactive threat detection, rapid incident response, and 
meticulous forensic analysis.  

However, the sheer volume, velocity, and often the highly 
sensitive nature of log data present a significant, 
multifaceted challenge. This challenge is amplified when 
viewed through the essential lens of a Zero Trust 
architecture that I have continually fought for with this 
book. Namely: how do we extract critical, actionable 
security intelligence without compromising the very 
systems we aim to protect, the privacy of individuals whose 
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activities are logged, or the core tenets of "never trust, 
always verify"? 

The traditional approach to log analysis, often involving the 
aggregation of vast quantities of log data into centralized 
systems like SIEMs and granting security teams broad 
access, inherently clashes with Zero Trust principles.  

Such models can inadvertently create new, significant risks 
by treating the collected log data as an implicitly trusted 
internal resource, a potential treasure trove for any attacker 
who breaches the perimeter of that analytical environment. 
Indeed, if the log data itself (which can contain sensitive IP 
addresses, usernames, system configurations, operational 
details, or even snippets of application data) is not 
protected with a data-centric Zero Trust model throughout 
its lifecycle, it becomes a high-value target. 

The objective, therefore, must be to enable comprehensive, 
deep analysis while rigorously upholding data minimization 
and ensuring the inherent security of the logs themselves, 
treating them as sensitive assets that are never implicitly 
trusted, even by our own analytical tools. 

One of the most promising avenues for achieving this, and 
an area where my work has heavily focused, is the ability to 
perform advanced analytics and threat hunting directly on 
log data while it remains in an encrypted state, governed by 
stringent Zero Trust access controls.  

This is where the convergence of homomorphic encryption 
and purpose-built AI becomes truly transformative.  
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By ingesting logs into a secure platform where they are 
immediately encrypted using owner-controlled keys (as per 
the "Your Keys, Your Data" philosophy from Chapter 3 and 
where their integrity and audit trail are immutably 
guaranteed by blockchain technology Chapter 1, we 
establish a trusted, yet untrusted-by-default, operational 
foundation.  

It is upon this secure foundation that sophisticated AI 
engines, such as the Boudica AI developed at OmniIndex, 
can operate. This includes identifying statistical anomalies 
that deviate from established baselines, recognizing known 
and emerging patterns indicative of compromise Indicators 
of Compromise or IoCs), or tracking potential threat actor 
movements by correlating seemingly disparate events 
across multiple log sources; all directly on these encrypted 
log representations.  

Security teams can thus query for specific insights and 
receive actionable intelligence without ever needing to 
decrypt and expose the raw, potentially sensitive, log 
content during the primary analytical process. This 
approach aligns perfectly with a Zero Trust strategy where 
data remains protected even while in active use by 
analytical tools, ensuring that the act of searching for 
threats does not itself create new vulnerabilities. 

This capability is not just about bolstering security through 
encryption; it is fundamental to enabling more effective, 
agile, and proactive security operations within a Zero Trust 
framework.  
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Proactive threat hunting, as distinct from reactive incident 
response, requires the ability to sift through enormous, 
diverse datasets to find those faint, often cleverly 
disguised, signals that precede a major breach. If security 
teams are hampered by concerns about exposing sensitive 
data within the logs themselves, or if their access is overly 
restricted or lacks the necessary continuous verification, 
their effectiveness in this critical discipline is profoundly 
diminished with threats going undetected.  

Secure log analysis techniques, such as those employed in 
advanced Threat Intelligence solutions built on Zero Trust 
principles, unlock this potential.  

They allow for deeper, broader, and crucially, safer 
investigation across all log sources in real-time. AI engines, 
like Boudica, can act as a powerful analytical force, 
applying machine learning models trained to detect 
suspicious behaviors (e.g., unusual access patterns, data 
exfiltration attempts, lateral movement) by navigating the 
encrypted data to surface critical threats. This significantly 
amplifies the ability of security teams to proactively hunt 
and respond with greater speed and precision, moving 
beyond simple alert triage to genuine intelligence-driven 
defense. 

Furthermore, in today's heavily regulated industries, the 
ability to demonstrate that log analysis is conducted in a 
privacy-preserving, Zero Trust-aligned, and compliant 
manner is non-negotiable.  
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Implementing solutions that allow for querying encrypted 
logs, enforce strict data minimization (only revealing what is 
absolutely necessary for a given task), and provide 
immutable, blockchain-anchored audit trails for all access 
and analytical operations is key. Modern Compliance 
Intelligence capabilities, for example, can leverage these 
secure log analysis techniques to provide organizations 
with automated compliance reporting and 
privacy-preserving search functionalities. This allows them 
to derive the necessary security and compliance insights 
from logs (to prove adherence to standards like GDPR, 
HIPAA, or PCIDSS without unnecessary exposure of 
personal or confidential information contained within those 
logs, providing a powerful, demonstrable statement of 
responsible data handling. 

The overarching vision, consistent with the principles laid 
out in this book, is to treat log data with the same level of 
architectural security diligence as any other sensitive 
dataset, fully integrating it into a comprehensive Zero Trust 
strategy of intrinsic security.  
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Conclusion  
Forging an Intrinsically Secure 
Future 
An intrinsically secure architecture, as I have advocated 
and worked to realize through patented methods, is built 
upon several interconnected pillars.  

Firstly, an immutable foundation, often leveraging 
blockchain principles, guarantees the verifiable integrity 
and auditable history of data and its access lineage, which 
is paramount for trust and compliance Chapter 1.  

Secondly, true data sovereignty is achieved when data 
owners effectively control their encryption keys, with 
advanced systems employing dynamic, automated key 
derivation to ensure keys are unique, ephemeral in storage, 
and never centrally compromised Chapter 3. This 
owner-centric cryptographic authority becomes the 
gateway for all data interactions. 

Upon this foundation of integrity and sovereign control, a 
universal Zero Trust model must be pervasively applied, 
mandating continuous verification and least privilege 
access for every user, device, and application attempting to 
interact with any data asset Chapter 2. This drastically 
limits the potential impact of any breach.  

Furthermore, the revolutionary capability to perform 
privacy-preserving computation through techniques like 
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homomorphic encryption and its specialized applications 
allows for vital analysis, search, and AI operations to be 
conducted on data while it remains encrypted, ensuring 
utility without sacrificing confidentiality Chapter 4. 

Finally, native, private, AI engines operate within this 
fortified ecosystem, leveraging these preceding pillars to 
deliver intelligence from all data types; including the vast, 
nuanced realm of unstructured files Chapter 5 and critical 
log files Chapter 6. These AI systems can perform deep 
content understanding, proactive security tasks like PII 
redaction, and advanced threat detection, all while adhering 
to "Private AI" principles that prevent data leakage and 
unauthorized model training. 

The true power of this architectural vision, as detailed in 
Chapter 7, lies in the dynamic, synergistic interplay of these 
components. They create an ecosystem where security is 
not a trade-off against productivity or insight, but an 
enabler of both. Transitioning to such an intrinsically secure 
model is an evolution, demanding a commitment to 
"security by design" and strategic adoption.  

By embracing these integrated principles, we, as the 
architects and builders of the digital age, can collectively 
forge a future where data is not only a powerful engine for 
progress but is also inherently and demonstrably secure, 
deserving of our complete trust. 
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Key Terms Glossary 
AES 256 A robust and widely used symmetric encryption 
standard Advanced Encryption Standard with 256-bit 
keys), employed in various security mechanisms discussed. 

AI Artificial Intelligence): Technology enabling computer 
systems to perform tasks typically requiring human 
intelligence, such as understanding language, recognizing 
patterns, and making decisions. 

Blockchain: A decentralized, cryptographically linked 
ledger technology that provides a tamper-proof and 
transparent record of data transactions and file versions, 
ensuring data immutability and auditable history; can be 
implemented as a corporate, private, or hybrid system. 

Boudica / Boudica AI An award-winning AI engine 
developed at OmniIndex, designed to manage secure 
dynamic key derivation and perform tasks like semantic 
search, PII redaction, and analysis on encrypted 
unstructured data and logs, operating under "Private AI" 
principles. 

Client-Side Encryption: An approach where data is 
encrypted on the user's or data owner's device before 
being transmitted or stored elsewhere, ensuring the 
platform provider does not have access to the plaintext or 
the primary encryption keys. 
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Cloud Workflows: Modern operational processes 
increasingly reliant on cloud platforms for data storage, file 
sharing, collaboration, and application hosting, presenting 
both productivity benefits and significant security 
challenges if not properly managed. 

Compliance Intelligence: The use of secure log analysis 
techniques, often AI-driven and on encrypted data, to meet 
regulatory requirements (e.g., GDPR, HIPAA, PCIDSS, 
providing automated reporting and privacy-preserving 
search of log data. 

Cryptographic Sealing/Linking: The method by which data 
blocks are secured in a blockchain using cryptography, 
making them unalterable once added to the chain and 
linking them chronologically. 

Data Immutability: The principle that data, once recorded 
(e.g., on a blockchain), cannot be altered or deleted, 
ensuring its integrity, trustworthiness, and providing a 
verifiable historical record. 

Data Sovereignty: The inherent right of individuals and 
organizations to control their own digital content, regardless 
of where it is stored or processed, critically linked to the 
owner's exclusive control over their encryption keys. 

Dynamic Key Derivation: An automated process, such as 
that managed by OmniIndex's Boudica AI, of generating 
unique encryption keys on demand for specific pieces of 
data based on factors like hardware components, 
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metadata, and multiple manipulative passes, rather than 
storing them in a central, vulnerable key store. 

Dropblock: A secure file storage and collaboration platform 
developed by OmniIndex that utilizes blockchain for file 
integrity and versioning, and integrates the Boudica AI 
engine for intelligent processing of encrypted unstructured 
files. 

Encrypted Binary Patterns: Representations of data that 
have been transformed (e.g., into a binary state) and then 
encrypted (e.g., with AES 256, upon which specialized 
homomorphic techniques like HIH allow for efficient native 
machine-language searches and analyses without full 
decryption. 

Fully Homomorphic Encryption FHE An advanced 
cryptographic technique that allows a range of 
computations (like searches and analytics) to be performed 
directly on encrypted data, yielding an encrypted result 
that, when decrypted, matches the result of the same 
operations on the original unencrypted data. 

Homomorphic Indexing & Hashing HIH A patented 
application of homomorphic encryption principles, 
developed at OmniIndex, tailored for creating secure 
indexes from encrypted data (especially unstructured files 
and logs) to enable high-speed secure search and analysis 
on these encrypted representations. 

Hybrid Blockchain: A blockchain system that can combine 
elements of private and public chains, or more commonly in 
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an enterprise context, implements private, permissioned 
blockchains for corporate use, ensuring control, security, 
and scalability without reliance on fully public protocols. 

Intrinsic Security: The central paradigm of this ebook: an 
approach where security is a fundamental, inherent 
property of the data infrastructure itself—embedded in its 
architecture and fabric—rather than an applied layer or 
afterthought. 

Log Files: Digital records of events occurring within an IT 
environment (e.g., network traffic, application access, 
system errors, user activities), crucial for security analysis 
and compliance but requiring secure handling due to 
volume, velocity, and potential sensitivity. 

Native AI Artificial Intelligence capabilities, such as those 
provided by OmniIndex's Boudica AI, that are built directly 
into a secure data platform or file store, designed to operate 
on data in situ (where it resides) rather than requiring data 
exfiltration to external, potentially less secure AI services. 

"Not Your Keys, Not Your Data" / "Your Keys, Your Data": 
A core philosophy emphasizing that true ownership and 
control of data depend on the data owner controlling the 
encryption keys. If you don't control the keys, you don't 
truly control the data's confidentiality. 

PII Personally Identifiable Information) Redaction: The 
process, often AI-driven, of automatically identifying and 
obscuring or removing personally identifiable information 
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(e.g., social security numbers, credit card details) from files 
or data to protect individual privacy and aid compliance. 

PostgresBC A blockchain-enhanced relational database 
developed by OmniIndex that integrates an immutable 
blockchain ledger at its core to ensure data integrity, 
auditable history, and support Zero Trust principles. 

Private AI An approach to AI where an organization's 
sensitive data remains encrypted and private, processed 
within their controlled environment (ideally natively), and 
shielded from the AI platform provider's direct access, 
secondary use, or use for general model training. 

Security by Design: A philosophy advocating that security 
considerations must be integrated into applications and 
platforms from the very beginning of the development 
cycle, woven into their core architecture, rather than being 
added on reactively. 

Semantic Search: An advanced search capability, often 
AI-powered, that goes beyond keywords to understand the 
intent and contextual meaning of a user's query to find 
more relevant information within various data types, 
including unstructured files. 

Shadow IT IT systems, devices, software, and services 
used by employees without explicit approval or oversight 
from the IT department, often introducing significant 
security vulnerabilities. 
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Small Language Models SLMs Specialized AI models, 
often designed for specific tasks and requiring less data 
and computational resources than large general-purpose 
models. They can operate natively and efficiently within an 
organization's secure data environment, reducing risks 
associated with large, third-party AI models. 

Threat Intelligence: Actionable insights derived from the 
analysis of data (especially log files, often using AI on 
encrypted representations) to proactively detect, 
understand, and respond to cybersecurity threats. 

Unstructured Data: Information that does not have a 
predefined data model or is not organized in a pre-defined 
manner, such as documents, presentations, emails, images, 
audio, and video files; constitutes the vast majority 
(estimated upwards of 80% of enterprise data. 

Versioning Blockchain): The capability of blockchain 
storage to create a clear, automated, and cryptographically 
secured history of all changes or updates to a file or data 
record, with each modification recorded as a new, distinct, 
and linked block, invaluable for data recovery and auditing. 

Zero Trust: A security model operating on the principle of 
"never trust, always verify," where no user, device, or 
application is automatically granted access to resources, 
and every access request is rigorously validated based on 
context, identity, and other security posture checks before 
granting granular, least-privilege access. 
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